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BBEJIEHHWE

ITo uroram 12 mecsimeB 2025 roga Ha TEPPUTOPHH PECITYOJIHKH
3aperucTpupoBano 967 mnpecrymieHud, npenycMOTpeHHBIX cT. 208 VK,
YUTEHHBIX [0  HaIpaBICHUIO  JEATEIbHOCTH  «IIPOTHUBOJEHCTBHE
KHOepIpecTymHOCTHY, 4Yro Ha 284 (41,6%) Oonpiie mo CpaBHEHHIO
C aHAJIOTMYHEIM Itepuoaom 2024 roza.

HaHHBIH (akT, B MEpBYIO ouepenb, 0OYyCIOBIEH POCTOM KOJIMYECTBa
3apETUCTPUPOBAHHBIX BBIMOTATEIbCTB, CBS3aHHBIX C OJIOKHpPOBaHHEM
MOOHJIBHBIX YCTpoiicTB Apple mox mpennoroM oka3aHUsI YCTaHOBKHU
MOOWJIBHBIX WIP W  TNPWIOKEHWH, COBEpPIIEHHBIX B  OTHOILEHUU
HECOBEPIIEHHOJETHUX, C OJHOBPEMEHHBIM CHIDKEHHEM KOJIMYEeCTBa
3aperUCTPUPOBAHHBIX BHIMOTaTEIbCTB UHBIX BUJIOB.

CrnenyeT KOHCTaTHpOBaTh (akT, UYTO CJIOXKUBILIASCS TEHACHIHS POCTa
PETHUCTPUPYEMBIX KHOEPBEIMOTATENbCTB, Ha ()OHE UX CHUKEHHS B TEUCHHE
saBaps-uioHsA 2025 rona, coxpanures B epBoM noiayronuu 2026 roga.

CornacHO CTaTHMCTHYECKMM JaHHBIM, TOJIBKO B sIHBape-QeBpae
2026 roma Bo3OyxImeHo yxke 191 yromoBHoe [eno paccMaTpuUBaeMoit
Kateropuu, 9yto Ha 151,3% npeBplmaer nokasareny NpeaplIyIiero roaa.

Crneunduka copepmaeMbix ¢ ucnoiyibzoBaHueM WKT BriMorarenbcTs
yKa3bIBaeT Ha HEOOXOAUMOCTH MIPOBEJEHUS COBMECTHO C UHBIMU CyOBEKTaMU
NpodHUIaKTUKA  IeJeHANPABJIEHHOH  pa3bsiCHUTEIbHOH  padoThI
C JoBedeHMeM WHpoOpManuu 00 aKTyaJ bHBIX CIIOCO0aX COBEpIIEHUS
BBIMOT'aTEJIbCTB.

B coorBerctBuu ¢ mnyHkramu 25 u 28 KomiuiekcHoro miaHa
MEpPONPUATHMA, HANpPABJICHHBIX Ha MPUHATHE Mep IO MPOTHUBOJAEHCTBUIO
KAOEPIPECTYIUICHUSM, TNPOQUIAKTHKE WX COBEPIICHUS, IOBHIIIEHUIO
nudpoBoil rpaMoTHOCTH HaceneHus Ha 2026 — 2027 roasl, yTBEpKIEHHOIO
3aMeCTUTeNIeM [Ipembep-MUHUCTPA PecmyOmuku benapych
Kapankesuuem B.M., 3ammaHupoBaHbl MEPOIPUITHS MO HUHPOPMUPOBAHUIO
HaceJleHHs O HOBBIX CII0c00ax COBEpIIeHHS KUOEpIpecTyIUIeHUH, a Takxke
pa3paboTka ¥ pacIpOCTpPaHEHHE CpeIy COLUAIBHO YSI3BUMBIX CJIOEB
HaceJleHUs] TeMaTH4eCcKUX WHGPOPMAlMOHHBIX MaTepHalioB o Qopmax,
METO/Iax M CIIoco0ax COBEPIICHUS KUOEPIPeCTyIIICHUH.

B oroif cBs3M Ha3zpena akTyallbHOCTh pPa3pabOTKU KOHCIEKTa
C  aKTyaJpHBIMH  cHocobaMu  COBEpIIEHUs  KUOEpPBHIMOIATEJNbCTB,
IV TIOCIEeAYIOIIero IOBENEHUsI COTpPyIHUKaMH TeppuropruanbHeix OBJI
U3JI0)KEHHOW B HeM HH(OpPMaluy IpU IPOBEICHUH NPOPUIAKTUIECKUX
MEPOIIPUATHH.
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1. BUAbI KUBEPBBIMOI'ATEJILCTB

Bcee mpectymienus, npexycMorpeHHble cT. 208 VK, coBeplieHHBIE
C WCIOJB30BaHHEM HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJOTHH,
MOJKHO Pa3feJIuTh Ha TPU OCHOBHBIX BH/A:

1) cBs3aHBI ¢ 0J10KHPOBaHHEM, MOAU(DUKALINEH HJIH YHHUTOKEHHEM
KoMnblOTepHOH mHGopManuu. [Ipu 3ToM B momasisitoiieM OOJBIIMHCTBE
cllydaeB oOTMedaeTcs OJIOKHpOBaHHe MOOWJIBHBIX YycTpoiicTB Apple
IIOCPEACTBOM BXOJa HAa HHUX B MPEHOCTABICHHYIO 3JI0YMBIIUICHHHKAMHU
nox  OJIArOBHAHBIMU npejioraMd  y4eTHYIO  3alliucCh iCloud,
YTO B IIOCIEAYIOIIEM IIO3BOJISIET YJAJIEHHO BKIIIOYUTH «PEXUM YTEPH»
(TeM camMbIM 320JIOKUPOBATh YCTPOHCTBO) THOO CTepETh JaHHEIE.

Crnenyer OTMETHUTB, YTO paHee OOJIbIIas YacTh IPEIJIOTOB 3aKIH0YaIach
B OHJIAWH-3HAKOMCTBE IIOTEPHEBIINX C MOIICHHUKOM, MPEACTABIIAIONTHIMCS
JIALIOM IIPOTUBOIIOJIOKHOIO II0JIa, Y KOTOPOTO cioMajcsi TelehoH W eMy
HEOOXOAMMO OKa3aTh IOMOIIb B 3arpy3ke Kakux-jin6o daiijioB
n3 obsnaynoro xpanuania iCloud.

B HacTOAIIKI MOMEHT BEKTOP CMECTUJICS HA peKiIaMy OecIIaTHBIX HT'P
N npuiaoxennii B conuanbHOM cety TikTok, mist ycTaHOBKH KOTOPBIX
HeoOXOMUMO 3aliTM B IPEAOCTaBIEHHBIM MOIIEHHUKOM aKKayHT Apple.
ITorepneBmMMH B TaKMX CiIy4asX BBICTYMAIOT IOIPOCTKH, SBIISIOLIHAECS
AaKTUBHBIMU IIOJIb30BATEIIIMU YKa3aHHOM COLMAJIBHOM CeTH, — Hauboliee
ys3BUMas KaTeropus rpaKiaaH.

Taxxke ocraercs akTyalbHBIM IpPEIJIOr O TPYAOYCTPOMCTBE,
IUIE 4ero 3JI0OYMBIIUICHHUKHA NPEIOCTaBJSIOT COMCKATeNl0 Ui BX0Ja
AKOOBI KOPIIOPaTUBHBIN akkayHT Apple.

Kpome »3TOro, psa NIpecTyIUIeHMH [JaHHOIO BHJAa BBIMOTAaTENIbCTB
CBsA3aHBI ¢ wM@poBaHueM (ailnoBoil cucTeMbl Ha cepBepax
npeXIpUATHIL;

2) CBA3aHBI C Yrpo30ii pacnpoCTpaHeHHs JHYHOH HHQpoOpMamHu
NOTEepNeBIINX JH0O HHBIX CBeleHHH, KOTOpbie MOCJAeAHHE IKeJIAJH
COXPAHHTHL B TaiiHe, NPEUMYIIeCTBEHHO — (oTorpaduii U BHAeo3anuceil
UHTUMHOIO XapakTepa, a TaKXe WHbIe JIMYHBIE CBEJCHHUS, KOTOpHIe
B OONBIIMHCTBE CJIy4aeB IOTEPIEBIINE CAMOCTOSTENFHO IIepeChlIaId
3JI0yMBILIUIEHHUKAM, I10J1aras, 4To OOIIal0TCsl ¢ MOTeHIUAIFHBIM apTHEPOM
IJI1 3HAKOMCTBA MPOTUBOIIOJIOKHOTO I10J1a;

3) cBs3aHBI C yrpo3oil MpUMeHeHUsl HacuJausi. B MaHHBIX cioydasx
yIrpo3a IocTynajga IIOCjae TOro, KaK MOTEPIEBIINe MBITATUCH JTO3BOHUTHCS
(mbo Bemu mepemucky) mo abOHEHTCKHMM HOMepaM, YKa3aHHLIM B aHKETax
JEBYIIEK, Pa3MEIIEHHBIX HA MHTEPHET-PECypcax 10 OKa3aHUIO CeKCyallbHbIX

YCIIYT.
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2. BBIMOI'ATEJIbCTBA, COIPSI)KEHHBIE C BJIOKUPOBAHUEM
MOBMJIBbHBIX YCTPOMCTB APPLE

IIpexxge Bcero crefyeT OTMETHTB, YTO MEXAHW3M OJOKHPOBAHHS
MOOH/IBHBIX YCTPOHCTB Apple IOTEpIEBUIMX pealM3yeTcs He IIyTeM
B3JIoMa omnepanroHHOM cucreMbl 10S (iPadOS, macOS, watchOS —
B 3aBHCHMOCTH OT YCTPOWCTB), a IIOCPEICTBOM METOIOB COIHAIBHOM
MHXEHEPHH C MCIIOIb30BaHUEM JIOBEPYMBOCTH IPaXK/IaH.

IIpumenanue: 6 Oanvretiuiem 0N NOHAMHOCMU 6 Kadecmee ycmpoiicmea
6yoem 2o60pume o mobunvHom menegone iPhone. Ho Oamnas cxema
akmyanena 05 10bozo ycmpoiicmsa Apple: Mac Book, iPad u op.

Tax, 3mOyMBINIIEHHWKAMH  TIOX  PasiAMYHBIMHA  OJIATOBHIHBIM
peJUIOTaMH BEIHYXIAIOT CoOeceIHUKa BBINTH M3 CBOEro akkayHTa Apple
(iCloud) m BoliTu mHa iPhone B MoLIeHHWYeCKWii aKKayHT, IS 9ero
IIPEIOCTABILIIOT JIOTHH (@/IpecC JJIEKTPOHHOTO II0YTOBOTO SIIMKA) U HapOJib.
C aTOoro mMomeHTa MOOHIBHBINA TeneOH >KEPTBEI «B PYKaX» BEIMOTATEIIS.
OH H3MEHSET Napoib OT y4YeTHOH 3alUCH, 3HAHWE KOTOPOTo TpebyeTcs
AUl BRIXOJA U3 Hee, II0CJIe Yero ynajaeHHO 4epe3 obmaunelii cepsuc iCloud
aktuBUpyer QyHkuuio «Halitu iPhone», mnepeBoms Takum oGpasom
YCTPOMCTBO B PEIKHMM IIPOTIAXKH, U TIOJTHOCTHIO OJIOKHPYET €ro.

Janee morepnesmeMy mnpuXomUT coobimeHHe (MO0 BBIBOAHUTCS
Ha 3a0JIOKMPOBAHHOM B3KpaHe), 4To TeneoH 3abIOKMpOBAH, a IS €ro
pasOIOKUPOBKM  HEOOXOAWMO  3aIUIaTUTh JEHBrH. Takke 3a4acTylo
IpefocTaBisiercss KOHTaKT B Telegram smma, cmocoGHOrO pemmrTh 3TOT
BONpPOC (KaK IPaBWJIO, 3TO M €CTh 3JIOYMBILUICHHWK, 3a00KMpPOBABIIHIA
TestepoH). XapakTepHo, YTO Jaxe [PH BHIIOIHEHHH TPeOOBAHUS BEIMOTATE]IS ‘
pasOIOKMpOBKA yCTPOWCTBA B TOJABISIONIEM OOJBIIMHCTBE CIIydaeB
HE OCYIIIEeCTBIISICTCS.

CyIecTByeT HECKOJIBKO OCHOBHBIX IIPEIUIOTOB, BBIHYXKIAIOLINX
NOTEPHEBIINX BOUTH HAa CBOUX YCTPOMCTBAX B MOIUCHHHYECKMH aKKayHT
Apple.

IIpemsor 1.  Pexnama  GecmaTHBIX HMIp W NOPHIOKEHHI
B CONMAJILHBIX CeTAX H MeCCeHIKepax.

3MOYMEBIIIIEHHUAKH OCYIIECTBIIOT pasMellleHre peKIaMbl (dale Beero
Buneoponuk B TikTok mi6o B Telegram), B KkoTopoii yKkassBaeTcs
OecruiaTHeIH ciocob ckadaTs Ha iPhone To Mmm uHOE MpuoXKeHne (AyuGram,
Telegram Premium, mosponsromye 9uTaTh yxaneHHble COOOIEHNs, 3a6UpaTh
«3BE3IBD», CKPBIBATh CTAaTyC «OHJIAWH u T.1.), urpy («PUBG Mobiley,
«Standoff 2» u 1p.) 60 MO, MONYYMTE Ha CBO¥ GalaHC HIPOBYIO BANIOTY.
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JI1s yCTaHOBKM TaHHBIX MIPEUIOKEHUH 3JI0yMBIIUIEHHUKH [IPEJIararoT
’»KepTBe BOMTHU Ha TeJleOHe B IpeocTaBIeHHbIH MU akkayHT Apple (i1Cloud).
[ToTepreBIUMI B TaKUX CIy4asx BBICTYHNAOT HOAPOCTKH, SBIAIOIIUAECH
AKTUBHBEIMH TIOJIb30BATeSIMA COLMANIBHBIX ceTel, — Haubolee ysA3BUMAas
KaTeropus Tpak/iaH.

IIpensor 2. «CiaomaJics Teaepon». Oxazanne nomomu ¢ paiaamu
u3 obsagHoro xpanuiauma iCloud.

B maHHOM cilydae IepBOHAYaIbHAS KOMMYHUKALHS 37I0yMBIIIEHHUKA
¥ OKEPTBBHI MPOUCXOAWUT B MPWIOKEHUSIX JUOO0 calTaXx sl 3HAKOMCTB
(Mamba, Masked.love, Twinby, Mailru u gp.) mubo Telegram-garax
(«JIeonapmo JaiiBUHUUKY U Op.), TA€ MOIIEHHUK BBHICTYIIaeT B KaUeCTBE JIMLIA,
IIPOTHUBOIOJIOKHOTO II0JIa, JKETAIOIer0 I[TO3HAKOMHUTBCS. 3aTeM «HOBBIA
3HAKOMBIH» IEepPeBOIUT OOIIEHHE B MECCEHDKep, IIe IOoJ pa3IMuHBIMU
npeajoraMu (HampuMep, cioMaics TelegoH U HeoOXOIUMO OueHb CPOYHO
CKayaTh KaKue-au00 (aitibl: KypCOBYIO WM BayKHBIE TOKYMEHTHI) BBIHYKIa€T
MIOTEPIIEBILETO 3alTH B UyXXyl0 yueTHyIO0 3amuch Apple Ha cBoem iPhone.
[lpu o>TOoM s Oosbiiero  yOeAWTENBHOCTH  IPHCBUIAET  3apaHee
3aroToBJIeHHEIE (oTorpaduu pazduToro TenedoHa, rojJ0COBBIE COOOIIECHUSA
¥ BUJICO3AIIHCH.

ITomyuuB corjlacue, 3JIOYMBIIUIEHHUK BBICBUIAET JIOTUH M IapoJb,
a MmocJie BXOa MOTEPIIEeBIINM B YUETHYIO 3alIUCh MEHSET apoilb U BKIIOYAET
PEKUM MPOTIAXKY.

IIpensor 3. TpynoycrpoiicTBo.

37I0YMBIIICHHUK ~OCYIIECTBIISIET pa3MEIIeHHe peKjlaMbl B CETH
WHTEepHET O TMOWCK COTPYJHWKAa Ha BAaKAHCHUIO, KaK IPABUJIO CBA3aHHYIO
C TECTHPOBaHWEM MOOWIBHBIX HPMIIOXKEHUM i ycrpoiictB Apple. Ilocie
yIQUHOTO «IIPOXOXKAEHHUSI cOOeceIOBaHU» JKEPTBE IIPEOCTaBIIAETCs JIOTHH
¥ Iapoyib U1 BXOAa B SKOOBI KOPHMOPAaTHBHBIM akkayHT Apple, KOTOpBIH
IO/DKEH HCIIOB30BaThCs Uil paboTel JMOO 3arpy3ku HEeOoOXOIUMBIX
IIPUIIOKEHUH.

ITociie Bxoma comckartenss Ha cBoeMm iPhone B mpemocTaBieHHYIO
YUETHYIO 3almuch Apple OH OKasbiBaeTcs B JIOBYIIKE. 3aTeM IPOUCXOMST
COOBITHSI, aHAJIOTMYHBIE ONMCAHHBIM BBIIIIE.

IIpenJor 4. Ilepexoa mo GpUIIMHTOBOM CCHIIKE.

B HEKOTOpBHIX CcIlydasX «HHTEPHET-3HAKOMBI» BMECTO YOEeKICHMUs
KEPTBBI BOMTH Ha CBOeM Ha TeledoHe B MOILICHHUYECKUH akkayHT Apple,
MOXET COpPOCHUTh CCBUIKY [JIs CKa4yMBaHWUs MPUIIOXKEHWA, JIUOO BXona
B oOmauHoe xpanwiuile iCloud, roe OyneT IpenyioKeHO BBECTH JIOTUH
U Tmapois OT yueTHOU 3ammcu Apple yxe co CTOpPOHBI TOTepIeBIIEro.
JlaHHas ccepUIKa OyIOeT SBISATbeS GUIMMHTOBOM (moanmenbHOU). Baens
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aBTOPHU3ALMOHHEIE JJAHHBIE CBOEH Y4eTHOH 3aliCh, OHU Cpa3y e CTaHyT
U3BECTHBI BBIMOraremto. l[locie cMeHBI maposs IOCHEIHHI HE TOJIBKO
3a0JI0KUPYET YCTPOMCTBO KEPTBBI, & TAKXKE MOJIYYUT JOCTYII K €r0 JITUYHBIM
JaHHEIM ((oTorpaduu, Gaiiiael, 3aMeTKH, Fe0IO3UIKS, TOYTA U Jp.), KOTOPEIE
CI/IHXpOHI/IBI/IpOBaHLI B O6J'Ia‘—IHOM XpaHUIHUIIC.

BAXKHO!

PaGOTHUKM  CEpBHUCHBIX  IEHTPOB HE  OKasBIBAIOT  YCIyTH
II0 BOCCTaHOBJIEHHUIO YCTpoHCTB Apple nmu6o yderHwlx 3ammceii iCloud,
3a0J0KMPOBaHHEIX MOIIEHHUKaMH. Pa30iIoKupoBaTh Takoe YCTPOMCTBO
BO3MO)KHO TOJIBKO IIyTeM OOpalieHHs B CIy>XOy TEXHUUYECKOM MOMIEpIKKH
KoMIIaHuu Apple, IpUI0XKUB TOKYMEHTHI, TOATBEPXK IAIOIIME 3aKOHHOCTH €r0
IproOpeTeHUSI.

Jlig 5TOro MOTEpHEBIINH NOMKEH OOpPATHTBCS B CIYXKOY IHOMNEPKKH
Apple mocpenctBom cepBuca Request Activation Lock  Support
[ https://al-support.apple.com/#/al/agreement | u mpegocTaBuTh:

IMEI yctpoiicTBa;

IOKa3aTeIbcTBa IOKYNKM YycTpoiicTBa (4ek, kopobka ¢ IMEI,
rapaHTUHHBIN TaJIOH);

J0Ka3aTe/IbCTBA €ro  «JIETaJbHOIO» HCIOJIb30BAHUS MOTEPIEBIINM
(yueTHasd 3ammch Apple moTepmeBliero, IpHBA3aHHEIE OAHKOBCKHUE
IJTATE)KHbIE KAPTOYKH, TeJIe(OHHBIE HOMepa U MIOYTOBHIE SIIUKH);

OOCTOATENbCTBA  NPOTHUBONPABHOTO  BXOoAa  (IIyTeéM  BBEICHUS
B 3a01Iy>XneHue) B MoleHHnYeckuii Apple ID.

IIpouecc BoccTaHOBIIEHHS uepe3 CIOyxkO0y MOIAEPKKH 3aHMMAeT
OT HECKOJBKHMX [HEHW 10 HEIelIHW, IPU 3TOM YCTPOMCTBO MOXKET OBITH
cOpOILIEHO O 3aBOACKUX HACTPOEK (BCe JaHHBIE YAANIATCS).

3anomuuTe! Hacrpoiiku iPhone He pist urp!

° HUKOI'Z]A U He IOX KaKuM IMpPeaJiorOM He BXOJUTE Ha CBOEM
MOOMJIEHOM YCTPOMCTBE B Uy)XYyIO yUeTHYIO 3amuch Apple, qaxe eciu Bac
00 5TOM IIPOCHUT JPYT U TeM Ooliee — He3HAKOMBIH UeIOBEK U3 HHTEPHETA;

. HUKOMY He cOOOIIaiiTe Balllk JIOTWH U apoJib OT akkayHTa Apple;

. HE IMEePEeXOJUTE 0 HEU3BECTHBIM CCBUIKaM, TEepPECIaHHBIM BaM
HE3HAKOMBIM YEJIOBEKOM; HE BBOJIUTE HA IIOCTOPOHHHUX CalTax CBOM JIOTMH
U naponsb oT akkayHrta Apple iCloud.

CoBeT popuTensM, YbH JETH HCIOAb3YIOT MOOMIBHBIE YCTPOUCTBA
Apple. JIns Toro, yToOH Bamn peGeHOK HE CMOI OCYIIECTBUTH BBOJ JIOTHHA
U NapoJisi MPeJOCTaBJIIEHHBIX 3JI0YMBIIIJIEHHUKOM, JOCTATOYHO YCTaHOBHUTE
poOIUTENbCKUA KOHTPOJIb. OH HHMKaK He OrpaHHYMBAeT IeHCTBHUS peGeHKa
B (yHKIMOHaTe MOOMIIBHOTO YCTpOWCTBA, @ TOJBKO 3alpelaeT BBEITH U3
y4eTHoi 3anucu Apple, a Tak:ke BOCIIONIB30BAThCS IUIATEXKHBIMHU CPEICTBAMH.
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3. BBIMOI'ATEJIbCTBA, CBSI3BAHBIE C IIH®POBAHHUEM
O®ANJIOBOU CUCTEMBbBI HA CEPBEPAX ITPEAIIPUSITUN

MorienHuyeckas cxema wmu@poBaHus (aiioB Ha  cepepax
NPEeINpUATHH, M3BECTHAad KaK araka C HCIIOJB30BaHHEM IIPOrpaMM-
BEIMOraresyiell (IudpoBaibIIUKOB), SIBJISIETCS OJHON M3 HauboJiee OMacHBIX
Kubepyrpo3 Uit OusHeca. 3JIOYMBINUICHHUKMA IIPOHHKAIOT B CETh, YTOOBI
3alKM(poBaTh KPUTHUECKH BaKHBIE NaHHBIE W MOTPeOOBaTh BHIKYI 3a MX
BOCCTaHOBJICHUE.

KAK [TPOUCXOAUT ATAKA? :

CoBpeMeHHBIE aTakd MHU(POBATBITUKOB — 3TO HE aBTOMATHYECKHI
BUPYC, a XOpOIIO CIUIAHUPOBAaHHAs OIepallys, YMpaBiseMas JIOIbMU.
Ee MOXHO pa3fenuTh Ha HECKOJIBKO STAIlOB:

1. IlponukHoBenne B ceTb. HauanpHBIN MOCTYI 3/10YMBIIUIEHHUKA
IOy YaroT Pa3IMYHBIMUA CIOCOOAMHU:

o(QUINKMHT: MacCcOBBIE WM IIEJICBEIC DPACCHUIKM IHCEM COTPYIHHKAM.
Hampumep,  mHCEMO  MOXET  MacKHpOBaThCs — IOA  HAKIAHYIO
oT «1 C:IIpeanpusaTre ¢ BIOXKEHHBIM apXUBOM, BHYTPH KOTOPOTO HAXOAUTCS
BPEJOHOCHBIH (aiii;

oaTaka Ha YJAJICHHBIA JOCTYN: B3JIOM CIa003alIUINEHHBIX TOUYEK BXOA,
Takux Kak RDP  (mpoTtokon — ymameHHoro — paGouero  cromna),
VPN uiu cepBepsl ¢ ySA3BUMOCTSIMH .

oHCII0JIb30BaHKe  JIeTUTUMHOTO _ I10:  310yMBINUIEHHHKH  MOTYT
NPUMEHATE JIeTalbHBIE IIPOTrPaMMBI Ul MOHUTOpUHTa (Hampumep, Mipko
Employee Monitor), YTOOBI OCTaBaThHCS HEe3aMEUYeHHBIMU
U U3y4aTh aKTHBHOCTH COTPYJIHUKOB, NE€PEXBATHIBATh HAXaTHs KIABHIN U
O6ydep obmeHa .

2. 3akpemienne W pas3Beaka. [lomaB BHYTpb, 3JI0YMBIIJIEHHUKHA
He HauMHAIOT MK (poBaHue cpasy. OHU U3YUAIOT CETh, MIYT IIEHHEIE JaHHEIE,
NOBBIMIAIOT CBOU IIPUBMIIETHH, IIOTYYarOT JOCTYI K KOHTpOILUIEpaM JOMeHa
M, YTO CaMmoe BaKHOE, HAXOJAT ¥ CTApalOTCsS BBIBECTH U3 CTPOSI pe3epBHEIE
KOIIMH. OTOT 3Tall MOXKET JJIUTHCS HEJEIISIMH.

3. IloaroroBka Kk  ¢uHaabHOH atTake. [Ilepen  3amyckom
M (QPOBAJIBIIKKA IPECTYIIHUKU YacTO KPaayT KOHQUIEHIUAIbHEIE NaHHEIE.
OTO JenaeTcs Uil ABOMHOIO IIaHTa)ka: OHM YIPOXKAlOT He TOJBKO HaBCerja
3a0J0KMpOBaTh (aiibl, HO U OMyOJIMKOBaTh YKPaIAE€HHYI HH(POPMALHUIO
B UHTEPHETE .

4. 3anyck mudposanusd. B Ha3sHauYCHHBIH MOMEHT Ha BCEX KIIOYEBBIX
cepBepax M pabo4MX CTAHIMAX 3allycKaeTcs BpeIOoHOCHas mporpamma. Ona
HavMHAcT Maccopo Immdposars AokymcHTBl (Office, PDF, Gasel naHHBIX,
MCXOIHBIN KOJ ¥ T.J.), 4aCTO IEPEUMEHOBBIBAS X U OCTaBJIsAA B KAXKIOM IaIKe




8

daiin ¢ TpeboBaHmeM BhIKyma. CoBpeMeHHbIE IIH()POBAIBIIUKA TaKKe
YHUYTOXKAIOT TeHeBElE Komuu TOMOB (VSS) M OTKIIOYAIOT CpencTBa
BOCCTAHOBJIEHHS CHUCTEMBI, YTOOBI y XXEPTBBI HE OCTAJOCHh IMPOCTHIX IyTeH
OTKara.

KAK BAIIUTUTHCSA OT MIND®POBAJIBIITUKOB?

3amuTa JOJDKHA OBITh MHOTOYPOBHEBOW M CTPOUTHCS HA MPUHIIAIIE
«IOBEPsIH, HO MPOBEpPsiI», a TaKXKe Ha FTOTOBHOCTH K TOMY, YTO aTaKa MOKET
IPOM30MTH B OO0 MOMEHT. |

Texnnyeckue Mepbl 3aIUTHI HHPPACTPYKTYPHI.

» Henpukacaemble pesepBHble Komuu (mpaBuiio 3-2-1). D10 caMblii
TJaBHBIM IIyHKT. Y Bac NOJDKHO OBITh KaK MUHHMYM TpPU KOIMH JaHHBIX,
Ha JIBYX Pa3HBIX HOCUTEJIX, U OJHA KOIHs 0053aTeNbHO J0/KHA XPAHUTHCSA
BHE OCHOBHOM WHQPACTPyKTypel (oiaiiH), YTOOBI 3JI0YMBIIIEHHUKA
HE MOITHM IO Hee NoOpaTbest . B 007auHBIX cpefax CTOMT HCIIONB30BATH
HeusMeHseMble (immutable) pesepBHBIC KOIHHM, KOTOPEIE HEJb3s M3MEHUTDH
WK YAIUTh JaXke IPH KOMIIPOMETAIMY YUeTHOH 3alUCH aIMUHICTPATOPA.

o 1IpUHIVMI MUHUMAJIBHBIX NPUBHICTUH. Y COTPYIHHKOB JOJDKEH OBITH
JOCTYIl POBHO K TeM [aHHBIM, KOTOpble HEOOXOAMMBI i paGoTHl, H
He Oonblle. AIMUHUCTPATUBHEIE YUETHBIE 3alIMCH JOJDKHBI UCIIOMB30BAThCS
TOJIBKO IS BBITIOJHEHUSI KOHKPETHBIX 3a7ay.

o MHorodakropnas ayrentudukanus (MFA). O6sa3aTenbHO BKIIOUUTE
MFA Be3ze, roe 3To BO3MOXHO: IUIS JAOCTyIa K moure, VPN, obnayHbiM
cepBHCaM U, KOHEYHO, K KOHCOJIIM aIMUHUCTPUPOBAHUS CEPBEPOB.

« Cermentammsa cetu. Kputuuecku BaxHble cepBepsl ((aiioBsle,
PE3EpBHOr0 KONMPOBaHMUSI, 0a3bl NaHHBIX) JOJLKHEI HAXOJAUTHCS B OTAEIBHBIX
BUPTyalbHBIX ceTaX (VLAN) ¢ jxecTKUMU NpaBWjiaMu JOCTYIA. DTO He JacT
aTake ¢ 3apa’keHHOro KOMIIbIoTepa Oyxrairepa OBICTPO MEPEKMHYTHCS Ha BCE
XpaHWJTUIIIA.

« O6Hopnenue 1O u monuTHky 3amycka. CBOEBPEMEHHO yCTaHABIMUBATE
obHoBIeHUs GesomacHocTH. Mcmonb3yiiTe Oelible CHMCKM IIPHUIIOXKEHHUH
(AppLocker, WDAC), 4TOOBI 3ampeTHTh 3aIllyCK HEIOANUCAHHBIX MIIH
Hepas3pelleHHBIX [IPOrpaMM, BKIIIOUasi HEU3BECTHBIE MTH(PPOBAIBLILUKY .

YTO HE HAJO JEJATHh PABOTHUKAM ITPEAIIPUSATHIN?
IMPABUJIA IU®POBOU T'NT MEHBI.

Camas COBCPIICHHAs 3allluTa MOXXCET PYXHYTb H3-3a 0I[H0171 OIIMOKM
coTpynHuKa. IlosToMy nepconairy KaTeropudecKy Hejb3sl:

1. IICPeXOoaUThb II0 IIOAO3PHUTCIBHBIM CCBbLIIKaM H OTKPBIBATb BJIOXKCHHA
B IMHCbMaxX OT HC3HAKOMIIEB, OaXX€ €CJIM OHHU BEIITIAOAT Kak AOKYMCHTEI
OT KOHTPar¢HToB HUJIU rOCOPraHoB,
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2. ©cnonp30Bath cabble napony (tuma "password123", "Qwerty" miu
"1C") u 3anmHUCHIBaTh UX Ha CTUKEpaX, HPUKICEHHBIX K MOHUTOPY;

3. oAKII0YaTh K pabo4MM KOMIBIOTEpaM JIMYHBIE HIIM HalJIeHHBIE
USB-Hakonurenu, KOTOpble MOTYT OBITE 3apajkeHEl;

4. ITHOPUPOBATh HEOOBIYHOE IIOBEAEHHE KOMIbIOTEpa (pe3Koe
3aMeJIJIeHHe, HEBO3MOXHOCTh OTKPHITH (haliiIbl, TOSIBIICHUE CTPAHHBIX (aiiioB
¢ TpebOBaHHEM BHIKyTIa). B Takoil cuTyaliiu Hy>KHO HEMEIJIEHHO OTKIFOUUTH
KOMIIBIOTED OT CeTH U cooluuTh B IT-oTHem;

5. mepeqaBaTh JIOTMHBl M IApolX KojuleraM I10 Tele(OHy WK
B MECCEH]IXKepax.

YTO JEJATD, ECJIA ®AWJIBI YKE 3AINNO®POBAHBI?

Ecnu Gena Bce-Taku CIlydmsiach, IJIABHOE IIPaBHIO — HE NMAHMKOBATE
M He IIAaTUTh BEIKYI. IliaTesx He rapaHTHpyeT BO3BpAT JAHHBLIX U JHIIb
¢uHaAHCHPYeT JaNbHeHIINe ATAKH NPECTYNHUKOB.

Ilman neficTBUM NOJDKEH BEIMIIIET CIEAYIOMUM 00pa3oM.

1. M3onupoBaTh 3apaKeHHBIE CHCTeMBl. HeMemJeHHO OTKIIIOUUTE
3apakeHHBIC KOMIIBIOTEPEI M CEPBEPEl OT CeTH ((PUBHYECKH BBIIEPHHTE
CeTeBOW KaOesb). DTO MOKET OCTAHOBUTH PAcHpOCTpaHEHHE IMM(POBAHHS
Ha JIpyrue yCTPOUCTBA.

2. Coobumth 0 npobneme. HememienHo yBemomuTe pyKOBOACTBO
¥ OTZIeN HH(OpMaLMOHHOI Oe30omacHocTH. ECii B KOMITAHHUH €CTh pPeraMeHT
II0 pearupoBaHMIO HAa MHIUACHTEL, CIeIyHUTe eMy.

3.0nennts _ymep®d ®W  HayaTh  BOCCTAHOBJEHHE. DBMecte
CO CIECHHAIUCTaMH ONIPe/IeNIUTe, KaKhe CUCTEMBI 3aTpOHYTHL. Ecim y Bac ecTsb
YHCTBIC, HE 3aTPOHYTHIE aTAKOM pe3epBHBIE KOIMU, MOXKHO HAYHHATH IIPOLIECC
BOCCTaHOBJIeHUs. [ sToro norpedyercs MONHOCTRIO HepeycTadoBUTE OC
Ha 3apa’XCHHBIX MalllhHaX M TOJIbBKO IIOCJIC 3TOI'O BOCCTAaHABJIMBATh JaHHBIC.

4. O6paTUTECS B MUIMIHIO. DTO HE MPOCTO PEKOMEHAAIMS, a BaXKHBIH
1mar i opuIuanbHON (uKcanu npecTymienus. IIpecTaBuTeNs KOMIAHUH
(PYKOBOZUTENb WM OTBETCTBEHHBIN 32 MH(GOPMAIMOHHYIO GE€30MacHOCTE)
JNOJDKEH HamucaTrh 3asBieHHe. HeoOXoamMmo IpemocTaBuUTh — JIFOOBIE
Marepuainbl, KOTOPbIE MOLYT IIOMOYb pacCIEJOBaHHIO: IEPENUCKY
¢ BbIMOrarejasMu (eciau oHa Obuta), IP-ampeca, oOpasiibl 3armndpOBaHHBIX
(haiiyos (ay1s mocneyromiei epeaade sxcmepTam) U Gaiios ¢ Tpe6GoBaHUAMH.

CIEAYET IIOMHMTD: aTaku mmpOBalbIIAKOB — 3TO BOIPOC
He «ecimy», a «korma». IloaToMy kimrou k mHGOpPMAITMOHHON Oe30macHOCTH
NPEeIIPUATHS — HAICHKHBIE H30JJMPOBaHHEIE O3KaIbl, 00yYeHHBIE COTPY IHUKH
¥ 0TpabOTaHHBIH [TaH AeHCTBUH Ha ciIyYail MHIMIECHTA.
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4. BBIMOI'ATEJIbCTBA, CBA3AHHBIE C YI'PO30M
PACITPOCTPAHEHMA JUYHOM NHOOPMAIINU
NOTEPINEBIINX JIMBO WHBIX CBEAEHUHA, KOTOPHIE
MMOCJIEIHUE KEJIAJIA COXPAHUTH B TAMHE

Ilpy mgaHHOM BHAE BBIMOIATENIBCTB B IIOAABIAIOIIEM OOJBIIMHCTBE
clIy4aeB OOBEKTOM IPECTYIUICHHs SIBIIOTCA (GOoTOrpaduu M BHIECO3AIMCH
MHTUMHOIO XapakTepa IOTEpIIeBIIero, IMepelnucka Ha CEKCyallbHYI0 TeMy
00 MHAs KOMIIPOMETHPYIoLas HHPOpMALUA.

[lepBoHAUagbHAs KOMMYHHKALlUsl 3JIOYMBIIUIEHHHKA M JKEPTBEI
MPOMCXOAUT B IPWIOKEHHWsX Jmbo calitax i 3HakoMcTB (Mamba,
Masked.love, Twinby, Mail.ru u gp.) nmu6o Telegram-uatax («Jleomapmo
JlaiBUHYMK» W Jp.), TAe MOIIEHHHK BBICTYIIaeT B KadecTBe JIMIIA,
IPOTHUBOIIOJIOXKHOTO TOJa, JKEJAIOIero IO03HAKOMUTBCA. 3aTeM OOIIEeHHUE
JOBOJIBHO OBICTPO TPHOOpETaeT CeKCyallbHbIM NOATEKCT. «HOBEIN 3HAKOMBIN»
npeiaraeT  OOMEHSATBCS MHTUMHBIME  (oTorpadusamu. Ilpy  sToM
1718 Gospliero yoeauTeIbHOCTH TPHUCHIIAeT 3apaHee 3aroTOBIEHHBIE IKOOBI
cBoH (poTorpaduu OO0 BUAEO B OOHAXKEHHOM BHUJIE.

B ciywae, eciu JkepTBa «IOBEJaCh» Ha JAaHHOE IIPEMJIOKEHHUE
1 cOpocuiia CBOM MHTUMHBIE (poTOorpapuy MM BUAEO, 3I0YMBIIUICHHUK KX
coxpansier. IIpy 3TOM OTIpaBlieHHE CaMOYHUYTOXKAIOLIMXCS COOOIIEHUH
He IIOMOXKET, TaK KaK 9KpaH Bcerma MOXHO cdororpadupoBaTh IpyTUM
ycTpoiictBoM. OIHOBPEMEHHO C 3TUM BBIMOTATeNlb COOMPAET MH(POPMAIHIO
0 JKepTBe B ceTH VHTepHeT: HAaxXOAUT CTPaHMIBI B COLUAIBHBEIX CETAX,
aHAJIM3UPYeT [aHHBIE M3 OTKPHITHIX WCTOYHUKOB, Y3HAeT Kpyr Opysel
¥ POJCTBEHHHKOB, MECTO pabOTH. 3aTeM 3JIOyMBIIUIEHHHK COOOIIaeT,
YTO pAaCIpPOCTPAaHHT WMEIOMuKecss Yy HEero UHTHMHBIE (QoTorpapun
IIOTEPIIEBIIIETO CPEH €ro Ipy3ed W 3HAKOMBIX JINOO BBIIOXKHT B OTKPBITHIM
JOCTYII, €CJIM €My He 3aIiaTaTh 32 UX HEpaclpOCTPAHEHHE.

Eciu e B XO0lIe HHTEPHET-TIEPENUCKH BBIMOraTeNll0 HEe YJaloch
TOJIy4HTh HHTHMHbBIE H300pa)K€HHs MXEPTBbI, OH MOXET HM3TOTOBUTH HX
C IIOMOLIBIO Ppa3IHYHBIX (DOTOPETaKTOpOB, HCIONIB3Yys (ororpaduu
cobeceHMKA M3 €ro COIMAJbHBEIX ceTed. TakKe 3JI0yMBIIIICHHUK MOKET
YyIpOXAaTh OIJACKOM COCTOSIBIIEHCS IIEPENUCKU HA CEKCyasbHBIE TEMEI,
JOIOJIHATEIFHO COOOIIUB, YTO SBJIIETCS HECOBEPILICHHOJIIETHUM, TaKUM
00pa3oM HameKas O BO3MOXKHOCTH IPHBJICUEHHMS JKEPTBEHI 3a «COBpAILCHUE
MaJIOJIETHETOY.

B HEKOTOPHIX CIy4asX «WHTEPHET-3HAKOMBI» MOXKET COPOCUTH
(DUINMHTOBYIO CCBHUIKY, Hampumep, I IpocMoTpa (oTo B 00Ja4HOM
XpaHWJIMINEe JIMOO ero BUACO HA PA3TUYHBIX CTPUMHUHIOBEIX CEpBHCAX.
ITepeiis 10 CCHUTKE M BBE/ISI CBOM JaHHBIE (KaK IIPaBUII0, a0OHEHTCKUH HOMED
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W TOIy4eHHBIH KOXA-NOATBEPXKIEHHE) 3TO0YMBIIUIEHHUK IMOJyYaeT AOCTYII
K MECCEHDKEPY JKEPTBBI U €ro COLHMAIbHBIM CeTIM. B TakoM ciydae
BBIMOTATE/Ib IIOJIy4aeT MOCTY KO BCEM KOHTaKTaM M IepenucKaM
MOTEPIEBIIETO, a IPY HATMYUU B HUX HHTUMHEIX (DOTO MK BUIEO (HAIIpUMeD,
P OOLICHWH C APYTMMH [€BYIIKAMH) JHGO WHOM KOMIIPOMETHPYOIIeil
MH(QOpMalMK, UCHIONE3YeT ee IO BBILICONHUCAHHOMY IPUHIMIY. B maHHOM
clydae CHUTyalus YCyryOsIieTcss TeM, YTO 3JI0yMBIIUIEHHHK BHUIHUT BCE
peayibHble KOHTAaKTHI JXEPTBBI, a TaKXKe MOXKET HCIIOIB30BATH €€ JINYHBIE
YUETHBIE 3aIIUCH /71 COBSPLICHUS HHBIX MOIIEHHUYECKHX JeHCTBHUI (IIPOCHTH
OIIOJDKMTE ICHBI'M, IIEPEBECTH CPE/ICTBA Ha O1arOTBOPUTEIIBHEIN ¢OOp M T.11.).

3anomunTe! HacTpoiiku iPhone ne pis urp!

° HHMKOIJla He OTIPABJISAWTE CBOM MHTHUMHEIE (OTOrpadHu U BHUIEO
HE3HAKOMIaM U3 HHTEPHETA,

o HE ocTaBiLiliTe B cet MHTepHeT 0 cebe nuuHy0 HHGOPMALUIO
1 HE JEJIUTECh C Hell ¢ He3HAKOMIaMU;

° CKpOHTe NMaHHBIE O cebe B HacTpolikax KOH(HUIEHIMATLHOCTH
B COIIMAJILHBIX CETSAX U MECCEHIKepax; |

o HE NEpeXONuTe IO HEHM3BECTHBIM CCBHUIKAM, IIEPECIaHHBIM BaM

HE3HAaKOMBIM YCJIOBEKOM; HE BBOOUTE Ha ITIOCTOPOHHHUX calTax CBOH JIMYHEIE
JaHHBIC U KOOBI U3 COO6H.[€HI/II7I.

TAKKE CIUIEAYET TIOMHUTDB, 4uro u3roToBieHHE W
PacmpoCTpaHEHHE IOPHOTPaQUUECKHX MAaTepHAOB WM  IIPEMETOB
MOPHOTpapUIeCcKOro XapakTepa BlIeYeT 3a CO60MH MpHBJIeYeHHe K YroI0BHOI
OTBETCTBEHHOCTH I10 CT. 343 YrosoBHOro Kofekca PecmyGnuku benapycs.
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5. BBIMOT'ATEJIBCTBA, CBA3AHHBIE C YI'PO30M
NMPUMEHEHUSA HACWIHS, IOCJIE MOCEIEHUS CAWTOB
MO OKA3AHUIO CEKCYAJIBHBIX YCJIYT

37I0YMBINIUIEHHUKY Ha Pa3jIMUHbIX CalTax MO0 OKa3aHUIO CEKCyaJIbHBIX
YyCIYr pa3MelaroT aHKeTHl JEBYIIeK, B KOTOPBIX 3a4acTyl0 B KayecTBe
KOHTAKTHOI'O0 YKa3bIBalOT aOOHEHTCKUIl HOMeEp OelopyccKOro omeparopa
MOOWJILHOM CBS3H.

ITorepreBiiye, HAXOASCH B IOMCKaX MOJOOHBIX YCIIyT, 0€3pe3yIbTaTHO
IBITAIOTCS JTO3BOHHUTHCS IO yYKAa3aHHOMY B aHKeTe a0OHEHTCKOMY HOMEpPY
(TpyOKy HUKTO HE CHUMAET).

B mocnemyromieM, Kak MpaBWIO HA CIEAYIOMUNA JEeHb, IMOTEPIIEBIINM
IOCTyIAeT TeJIeGOHHBI 3BOHOK, B XOJi€ KOTOPOTO JIMIO C BBIPAKEHHBIM
KaBKa3CKHM akKIIEHTOM B TOJIOCE COOOINaeT, 4To II0 IMpHYMHE 3BOHKA
IPOU30IIIO «OJIOKMpPOBaHHe Kacchl» (IMOO WHBIE NIPUYMHEL), BBUAY 4YErO
«IEeBYIIKA HEe MOTYT paboTaTby». B X0/1e 3BOHKA 3I0yMBILUIEHHUK [IPEJIaraeT
pelIUTh  BOIpPOC  «TUXO-MHPHO»,  IIONOJHUB  OajJlaHC  «KacCel»,
TEM CaMBIM ee pa30JiokupoBaTh. B manpHeHIeM IPOUCXOAUT [aBIICHUE
B CTOPOHY JKepTBHI M CKJIOHEHHE K IIepeBOJy BCE OOJIBIIMX CYMM JEHEKHBIX
CpEJICTB IO pa3IMYHBIMU [IPEJIOTaMHy, B TOM YHCJIE€ BBICKA3bIBAIOTCS YIPO3EI
YKU3HU U 37I0POBBIO MOTEPIIEBIIETO MO0 ero OJIM3KUX POICTBEHHUKOB.

B mocnemyromeM oOIIeHHe TEpPeBOJUTCS B MECCEHIDKEp, Kyza
cOpacBIBaIOTCS PEKBU3UTHI, HA KOTOPbIE HEOOXOAUMO IIEPEUUCIIUTD JEHEKHEIE
cpencTB (Kak MMpaBuilo, p2p nepeBos). Tyzaa ke moTeprneBIIne cOpackBaroT
3JIEKTPOHHBIE YeKH KaK MOATBEPIKAECHHUE O TIEPEBOIE TEHEKHBIX CPEICTB.

B HEKOTOpBIX Cily4asx Ha 3BOHKHM WM COOOIIEHMs IOTEPIEBIINX
IpH  TOCEIIEHWH WHTepHEeT-CaliTOB OTBEYaeT sKOOBI JEByIIKA U
JOTOBAapHUBAeTCsA O BCTpede, Ui 4ero TpeOyIOTCs IMpPEeAOIUIaThl B KauyecTBe
rapaHTHHd. B [eHCTBUTENBHOCTH HMKAKOM JEBYILIKH ° HE CYILIECTBYET,
a 3JIOYMBIIUICHHWKHA TPOCTO HUMHUTHPYIOT JKeHCKuil rosoc. Ilocie
COBEpIICHHS JaHHOH MOIIEHHUYECKOM CXEMBI TaKKe CJIEeIyIOT 3BOHKH
TI0 BBIIIEONTMCAHHOMY ITPUHIIUILY.

CJIEAYET IIOMHMUTDB! Pexnama yciyr CeKCyaJlbHOTO Xapakrepa
B PecyOnuke Benapych 3amnpemiena. OTka3 oT IOJOOHOT0 1OCyra He TOJIBKO
yOepesxeT Balle 340pOBbE, HO U JIECHBIH.
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SAKIIOYEHUE

Hecmorpss Ha cHmwkeHune B 2025 romy Ha 5,8% KojnmvecTBa
COBEPIIEHHEIX KHOEpIpecTyIUIeH!H, yBeqnueHue (akToB BHIMOIaTeNIbCTB
B chepe KT muKTyeT aKTyaJbHOCTh JAaHHOW IpoOjIeMbl. MoIeHHAYECKHE
CXEMBI 3JIOYMBIIUIEHHUKOB BCETJa BHUIOU3MEHSIOTCS, OJHAKO, IOBEIECHHUE
MOIIIEHHHYECKHX CXEeM Cpeld LeJeBBIX ayAUuTOpUil rpaxnaH (ydaluecs
M CTYIEHTBI, UX POAUTENH, PAOOTHUKH TPYHOBBEIX KOJIJIEKTMBOB ¥ KPYIHBIX
KOMIIAHUHM ¥ Jp.) TIO3BOJIUT MOBBICUTH UX IU(PPOBYIO IPaMOTHOCTH M TaKUM
00pa3oM CrpoHIaKTHPOBATh COBEPIIEHNE HOBBIX NIPECTYILICHUH.

Crapmmmuii onepynosHoMoueHHbIH 10 OB/]

[T'VIIK KM MB/I Pecmy6iuku benapych C/ e 2
MIOJITOJIKOBHUK MUJIUIIUHU Q\\\{ngﬁ@/h.C.HeHcmﬁ
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